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A look at the cost of fraud and payment exceptions

Sources: 
1. FBI Internet Crime Complaint Center – Internet Crime Report 2023: 2023_ IC3Report.pdf
2. 2024 AFP Payments Fraud and Control Survey Report: https://www.afponline.org/publications-data-tools/reports/survey-research-economic-data/Details/payments-fraud/ 
See end disclosures.

Business email compromise 
21,489 BEC/EAC complaints were made to the FBI IC3 in 2023   

with adjusted losses over $2.9 billion. 1

Identity theft 
There were 19,778 victims tracked by the IC3 in 2023 with over 

$126 million in losses reported.  1

80% of organizations surveyed 
experienced attempted and/or actual payments fraud in 2023. 2
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Prevention is the 
best option

Restitution 
is unlikely

Recovery may be 
possible

How fraud impacts us 

Check continues to be the payment method 
most impacted by fraud at 66%.

3

See end disclosures. 
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Top sources of attempted/actual fraud
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Payment fraud

What is it?

Movement of funds initiated under fraudulent 
pretenses (i.e., ACH, wire transfer, Real Time 
Payments (RTP).

How is it perpetrated?

Most often, corporate customers are asked to 
process payments or change existing payment 
instructions due to social engineering, business 
email compromise (BEC), vendor email 
compromise (VEC, or email account takeover 
(ATO)
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U.S. Postal Service
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Types of check fraud 

Check signature and 

endorsement forgery
Check alteration Check counterfeiting Embezzlement 

• Fraudsters forge either the 

authorized signature on the 

face of the check or the 

endorsement on the back

• Fraudsters obtain and alter 
checks and negotiate them 
for personal gain

• Methods include:

─ Check washing, 
scraping and erasure

─ Inserting new payee

─ Adding letters, words 
or numbers

• Fraudsters create a 
completely bogus check 

• Often resembles the actual 
check, but sometimes not at 
all (except for the account, 
routing and transit numbers)

• Payee options

─ Shell company

─ Cash

─ Accomplice   

─ Vendor (for personal 
purchases)

• Maker will exploit lack of 
controls, prepare check, 
sign it and convert it for 
personal gain

• Payee options:

─ Maker

─ Shell company

─ Cash

─ Accomplice

─ Vendor (for personal 
purchases)

See end disclosures. 
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Vendor Email Compromise

The difference between BEC and VEC

See end disclosures. 
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See end disclosures. 

Ransomware event
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See end disclosures. 

What is Artificial Intelligence (AI)?
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See end disclosures. 

AI and Deepfakes
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What you can do to protect your 
organization from fraud 
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• Ensure separation of duties

– Check writers should not reconcile the accounts

– Delegate separate individuals for invoicing, collecting and 
posting funds to accounts receivable

• Establish and document policies for all accounting 
functions

• Update and review procedures with your employees

• Conduct periodic reviews of procedures

• Reconcile your accounts in a timely manner

─ Notify the bank immediately if fraud is suspected 

• Normally a bank gives a time limit of 15 or 30 days

─ Use online information reporting prior to the arrival of your 
statement(s)

• Check background references when hiring

• Use appropriate bank solutions

• Add payee verification to your positive pay service

Bolster your internal controls

See end disclosures. 
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• Transition your employees to direct 
deposit or pay cards

• Use ACH credits to replace checks for 
your primary vendors

─ Use dual controls for payment initiation 
and payment approval 

• Consider using card -based payments

─ Purchasing, T&E and fleet expenses

• Review outsourced services

─ Check Payables (check outsourcing)  

Use electronic payment 
alternatives

14

See end disclosures. 
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• Control the storage and distribution of your 
check stock

– Keep in locked quarters

– Seal boxes

– Maintain an inventory list

– Conduct audits

• Secure mechanical signature plates 
separate from check stock

• Keep check stock consistent

• Consider outsourcing your check 
payments process to eliminate in -house 
paper check storage and printing

Control check stock 

See end disclosures. 
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• Positive pay
─ Payee verification

• Check blocks and filters

• ACH positive pay

• ACH blocks and filters

• Universal Payment Identification Codes 
(UPIC)

• Electronic alternatives

• Account Validation Services

Use bank fraud prevention 
services

©U.S. Bank | Public Information
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Key Takeaways
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Help your organization 
with Positive Pay 

• Return fraudulent items and provides a 
daily monitoring of exceptions report 

• Detects most fraudulent items except 
for payee alterations and forged 
endorsements

• Works at the teller line and backroom

• Eliminates need to open new account if 
or when fraud occurs

• Return All default decision is best 
practice for fraud prevention

18

• The best tool to detect counterfeits, 
forgeries and dollar amount alterations 
on your account

• How it works 

─ Send issued check file to bank each time 
you disburse checks

─ If a check clears that isn’t on the file, we 
report the exception via positive pay

─ You review exceptions and make 
payment decisions

Use Positive Pay

See end disclosures. 
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Discover the benefits

• Allows you to return fraudulent items, provided you 
monitor your exceptions report daily

• Works at the teller line and backroom

• Helps stop payee alterations and counterfeit checks with 
bogus payees

• An enhancement to positive pay that 
detects alterations to payee names on 
the check

• May require checks are printed according 
to specific bank guidelines

• May require changes to the issue file 

Add Payee Verification to your 
Positive Pay

19

See end disclosures. 
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Mitigate risk

Reduce 
financial loss 

Minimize cost 
of exceptions

20

How Account 
Validation helps 
prevent fraud 

Verify account information before 
sending payments.

Get real -time responses for any account -
based transaction, including ACH, wire, 
RTP ® payments and checks.

Avoid the hassle and cost of 
rejected transactions.

.
See end disclosures.
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Get the data needed to make 
educated decisions

Before you pay

Confirm account status and registered 
account owner.

Use account validation with:

• ACH
• Check deposits 
• Wire 
• RTP® transactions 

Rely on a trusted source 

Account validation connects you to a secure 
national shared database of checking and savings 
accounts formed by thousands of trusted financial 
institutions as your source for verification.

.
See end disclosures.
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ACH fraud prevention services

ACH Block ACH Filter ACH Positive Pay
Universal Payment 
Identification Code

• Block all ACH debits and/or 
credits to an account

• Designate authorized ACH 
transactions and block 
the rest

• Create authorizations for 
automated posting of 
received transactions 
in SinglePoint 

• Review and decide to pay or 
return new transactions 
(exceptions)

• Receive notification receipt of 
new transactions

• Receive ACH credit payments 
without revealing your bank 
account number

• Give a unique remittance 
number that maps to 
your account

See end disclosures.
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Case study: File 1

A newly hired bookkeeper was given 
authority to sign checks and originate 

payroll through ACH.

No one approved her work or 
reconciled bank statements.

The employee was a convicted check 
forger who transferred $2 million to her 

account over several years.

Solution:

Conduct a criminal background check 
for employees handling payroll. Internal 
controls and timely reconciliation of 
accounts would have detected 
fraud earlier.

23

See end disclosures. 
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Case study: File 2

An organization experienced check and ACH fraud 
and quickly closed accounts.

The bank recommended separate accounts for 
check writing and ACH.

Positive pay was placed on the 
check writing accounts.

Check and ACH filters were placed on the 
electronic -only accounts.

Within 30 days, losses were avoided.

Solution:

Separate payments by account and 
apply the appropriate bank solution.

24

See end disclosures. 
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Case study: File 3

After experiencing check fraud, an organization
 adopted positive pay. 

After a time with no losses, they discontinued positive pay 
believing their internal controls would detect fraud.

Soon, check fraud attempts were 
detected by bank tellers.

Before positive pay was fully reinstated, check losses 
of $100,000 were experienced.

Solution:

Consistently maintain positive pay on 
accounts issuing checks.

25

See end disclosures. 
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Case study: File 4

On a positive pay account, large 
numbers of checks suddenly 

appeared as exceptions.

From viewing check images, they 
discovered their account was used in a 

bogus lottery scheme.

The timely return of exception items 
avoided losses of $1 million.

Solution:

Positive pay and timely reconciliation 
prevented a loss of $1 million.

26

See end disclosures. 
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Deposit products offered by U.S. Bank National Association. Member FDIC. Products and services may be subject to credit approval. Eligibility requirements, restrictions and fees may apply. 

U.S. Bank and SinglePoint are registered trademarks of U.S. Bank National Association.

This information has been obtained from sources believed to be reliable but is not guaranteed as to accuracy or completeness.  It is not intended to be a forecast of future events or a guarantee of future 
results, nor is it intended to serve as a recommendation or solicitation for the purchase or sale of any particular product or service. It does not constitute advice and is issued without regard to any 
particular objective or the financial situation of any particular individual. 

©2024 U.S. Bank. CR-55023728.
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